Message

From: Kilburn, Curtis [Kilburn.Curtis@epa.gov]

Sent: 12/23/2022 1:32:47 PM

To: Adkins, Norman [adkins.norman@epa.gov]

Subject: RE: Meeting Notes: CCTE/ORD Unix Meeting (11/30/2022)

Mark and Amar have in the past that they do not back up anything over 4 TBytes but we can ask Mark again. Heis at a
doctor appt. this morning.

Curt

From: Adkins, Norman <adkins.norman@epa.gov>

Sent: Thursday, December 22, 2022 9:00 PM

To: Kilburn, Curtis <Kilburn.Curtis@epa.gov>

Subject: Re: Meeting Notes: CCTE/ORD Unix Meeting (11/30/2022)

Hi Curt,

Are they saying they don’t have any back up image before they started the encryption? Did you, Mark, or Amar
respond?

Thanks.

Norman Adkins, CGFM, PMP

Chief, Data Management and Mining Branch
Office of Research and Development

Center for Computational Toxicology and Exposure
Office: (919) 541-0479

Cell:

Ex. 6 Personal Privacy (PP)

On Dec 22, 2022, at 8:05 PM, Kilburn, Curtis <gillzurn, Curlisi@ ena. eov> wrote:

FY1

Sent from my iPhone

Begin forwarded message:

From: "Patnaik, Dipak" <Painaik Dipsk@epa.gov>

Date: December 22, 2022 at 4:08:41 PM EST

To: "Alford, Mark" <alford. mark@spa.gov>, "Marshall, Vozzie"

<Marshall Vorzie@epa. gov>, "Kilburn, Curtis” <Kilburn.Curtisi@epa.goy>, "Renner,
James" <Renner lames@epa.goy>, "Goods, Lemarquis" <goods.lemarguis@ena.govs>,
"Narra, Bujji-Babu” <narra.buiii-babui®epa.gov>, "Richardson, Jon"
<Richardsonlon@epa.pov>, "Hammel, Craig" <hammel.cralg@epa.zov>, "Gawdi,
Govind" <Gawdi. Govind®@epa.gov>, "McGlinchey, Laura A"

<MeGlinchey Lauras@ena.gov>, "Dawson, Damon” <Diawson.Damon@epa.gov>,
"Sullivan, Brian" <sullivan. brian@ena. gov>, "Darr, Chuck” <Dary Chuckfena zov>, "Gill,
Todd" <Gill. Todd@ena.gov>, "West, Daniel" <Wast Danisi@epa.gov>, "Husvar, Chris"
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<HusVar.Chrisiena.pov>, "Seegars, Elroy" <Seegars Elrov@epa,gov>, "Adkins, Norman"
<adkins.norman@epa.gov>, "Renner, James” <Raenner lames@ena gov>

Cc: "Thomas, Russell” <Thomas. Busseli@ena gov>, "Vetrano, Jack”
<VetranoJdack@ena.zov>, Jack Vetrano <jvetrano@patriotiic.net>, "Castaneda, Mario"
<Castansda Maric@epa.goy>, "Hoff, Dale" <Hoff. Dale @epa.gov>, "Scheitlin, Tom"
<Scheitlin Tom@Bepa.gov>

Subject: RE: Meeting Notes: CCTE/ORD Unix Meeting (11/30/2022)

All,

Please see attached email from Craig Hammel regarding backups for TH041-45 and
THO22 sent on 11/18/2022.

Note that Craig never received any follow-up from CCTE.

Regards,

dipak patnaik

Enterprise Infrastructure Support Services Manager
US EPA Consultant

ORD | m: +1-703-309-4627 | patnaik.dipak@epa.gov

Patriot LLC
m: +1-703-309-4627 | dpatnaik@patriotlic.net | www.patriotlic.net

From: Patnaik, Dipak <Patnzik Dipshk@epa.zov>

Sent: Thursday, December 22, 2022 4:01 PM

To: Alford, Mark <aiford. mark@epa.gov>; Marshall, Vozzie <Marshall Vorzie@ena. gov>;
Kilburn, Curtis <Kilburn.Curtis@epa,gov>; Renner, James <Rennerdames@epa, gov>;
Goods, Lemarquis <ggods lemarquis®ena gov>; Narra, Bujji-Babu <narra, bulli-
babu@epa.gov>; Richardson, Jon <Richardsondon®@epa.gov>; Hammel, Craig
<hammelorais@ena.gov>; Gawdi, Govind <Gawdi Govind@epa.gov>; McGlinchey,
Laura A. <McGlinchev Laura@ena.gov>; Dawson, Damon <Dawsen, Damonfisna gov>;
Sullivan, Brian <sullivan. brian®epa.gov>; Darr, Chuck <Dare. Chuckfena govs>; Gill, Todd
<Gil Todd@epagoy>; West, Daniel <West Daniel®@epa.gov>; Husvar, Chris

<HusWar Chrisi@Bepa gov>; Seegars, Elroy <Seegars Flrov@ena.gov>; Adkins, Norman
<gdkins.norman@epagov>; Renner, James <RennerJames@epagov>

Cc: Thomas, Russell <Thomas Russelli@ens.gov>; Vetrano, Jack
<Vetrano.ack@epa.gov>; Jack Vetrano <jvetrano@patrictlic net>; Castaneda, Mario
<CastanedaMario®@epa.gov>; Hoff, Dale <Hoff.Dale @ena.zov>; Scheitlin, Tom
<Scheitlin. Tom@ena.gov>

Subject: RE: Meeting Notes: CCTE/ORD Unix Meeting (11/30/2022)

Per Curtis’s email this morning once IT13 completes the tasks and TH043 is stabilized,
CCTE would start reloading all the data back on the server by resyncing the data from
node cluster.

Note that ITI3 does not backup the data on these servers.

Regards,

dipak patnaik

Enterprise Infrastructure Support Services Manager
US EPA Consultant

ORD | m: +1-703-309-4627 | patnaik.dipak@epa.gov

Patriot LLC
m: +1-703-309-4627 | dpatnaik@patriotllc.net | www.patriotlic.net
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From: Alford, Mark <alford. mark@epa.gov>

Sent: Thursday, December 22, 2022 3:15 PM

To: Patnaik, Dipak <Painaik. Dipak@epa.gov>; Marshall, Vozzie

<MarshallVozzis@ena sov>; Kilburn, Curtis <Kilburn Curtis@epa.gov>; Renner, James
<Renneramesilepa.gov>; Goods, Lemarquis <ggods lemarguis@epa.gov>; Narra, Bujji-
Babu <narra.bulii-babu@epa gov>; Richardson, Jon <Richardson jonBiepa.gov>;
Hammel, Craig <hammel.crais@eps.gov>; Gawdi, Govind <Gawdi Govind@spa.gov>;
McGlinchey, Laura A, <MeGlinchev.Laura@spa.gov>; Dawson, Damon

<Dawson. Damoni@ena.goy>; Sullivan, Brian <sullivan.brian@epa.gov>; Darr, Chuck
<Diarr Chuck@epa. gov>; Gill, Todd <Gl Todd@epa.gov>; West, Daniel

<West Danisl@epa.gov>; Husvar, Chris <HusVar. Chris@epa.gow>; Seegars, Elroy
<Sgegars. Flrov@epa.gov>; Adkins, Norman <adkins.norman@ena.gov>; Renner, James
<RennerJames@epa.gov>

Cc: Thomas, Russell <Thomas Russelli@ens.gov>; Vetrano, Jack
<Vetrano.ack@epa.gov>; Jack Vetrano <jvetrano@patrictlic net>; Castaneda, Mario
<CastanedaMario®@epa.gov>; Hoff, Dale <Hoff.Dale @ena.zov>; Scheitlin, Tom
<Scheitlin TomBepa.go>

Subject: RE: Meeting Notes: CCTE/ORD Unix Meeting (11/30/2022)

We need to know is the /data drive backed up for recovery purpose when the system is
brought back online??

From: Patnaik, Dipak <Patnaik Dipak@epa.gov>

Sent: Thursday, December 22, 2022 2:15 PM

To: Marshall, Vozzie <Marshall Vorzie@epa.gov>; Kilburn, Curtis

<Kilburn. Curtis@epa.gov>; Alford, Mark <alford. mark@epa.gov>; Renner, James
<Rennarlamesi@lens.gov>; Goods, Lemarquis <ggods.temarquis@ena.gov>; Narra, Bujji-
Babu <narra.buili-babufliepa. gov>; Richardson, Jon <Richardson lon@spa.gov>;
Hammel, Craig <hammel.crais@epa gov>; Gawdi, Govind <Gawdi. Govind@epa.gov>;
McGlinchey, Laura A. <MeGlinchev. Laura@espa.gov>; Dawson, Damon

<Dawson, Damoni@ena goy>; Sullivan, Brian <sullivan. brian@epa.gov>; Darr, Chuck
<Drarr Chuck@epa gov>; Gill, Todd <Gl Todd@epa.gov>; West, Daniel

<West Danisl@epa.gov>; Husvar, Chris <HusVar. Chris®@epa.gow>; Seegars, Elroy
<Sesegars Fhroy@epa gov>

Cc: Thomas, Russell <Thomas Russell@epa.pov>; Vetrano, Jack
<Yetranodack@enagov>; Jack Vetrano <jyetranc@oatriotlic net>; Castaneda, Mario
<Castaneds Mario@epa.gov>; Hoff, Dale <Hoif.Dale@opa.zov>; Scheitlin, Tom
<Seheitlin, Tom@ena,.gov>

Subject: RE: Meeting Notes: CCTE/ORD Unix Meeting (11/30/2022)

All,

Please review the tasks and approach below. ITI3 has reconsidered our approach and
given the situation we will be performing a full initialization of the RAID drives. This
means that the server rebuild will start after the RAID initialization completes.

ITI3 will assess the progress after the long weekend on Tuesday morning (12/27/2022)
and provide updates to this distro.

ITI3 Tasks:
1. Shutdown the server and perform a Full initialization of the 3 large
RAIDs (Cleanup data partitions)
1. Note: RAID initialization is a time consuming process (24 to 48 hours)
2. Rebuild THO43
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1. Re-Install OS (after reinitialization of RAIDs complete)
2. Configure per EPA STIG SCD
3. Install SecureDoc
3. Encrypt TH043
1. Start encryption process
2. Handover to CCTE after encryption completes
4. Note: ITI3 will assess the progress after the long weekend on the morning of
12/27/2022 and provide updates to CCTE

CCTE Tasks:
5. CCTE will install Mongo DB / PostgreSQL
6. CCTE will then move the databases over to the rebuilt server

Constraints:

1. If RAID initialization does not complete by Friday afternoon then we are locking
at the rebuild starting sometime Tuesday (12/27/2022)
1. Resource Limitations / Vendor Response — Due to Christmas Holidays

2. ITI3 staff are also providing support per the CCTE EQY reboot schedule during
this time

3. RTP NCC Badging issues impacting access to premises — Note ITI3 staff will be
working onsite to initialize

Regards,

dipak patnaik

Enterprise Infrastructure Support Services Manager
US EPA Consultant

ORD | m: +1-703-309-4627 | patnaik.dipak@epa.gov

Patriot LLC
m: +1-703-309-4627 | dpatnaik@patriotlic.net | www.patriotlic.net

From: Patnaik, Dipak <Patnaik. Dipsk@epa.gow>

Sent: Thursday, December 22, 2022 12:43 PM

To: Marshall, Vozzie <Marshall Vorzie@epa.gov>; Kilburn, Curtis

<Kilburn Curtis@epa.gov>; Alford, Mark <aiford. markf@esa zov>; Renner, James
<Benner.ames@epa.gov>; Goods, Lemarquis <ggods.temarqguis@epa.gov>; Narra, Bujji-
Babu <narra.buili-babu@ena.gov>; Richardson, Jon <Richardson Jon@epa.gov>;
Hammel, Craig <harmmslcraig@epa.gov>; Gawdi, Govind <Gawdl. Govind@spa.gov>;
McGlinchey, Laura A. <}cGlinchey Laura@epa.gov>; Dawson, Damon

<Dawszon Damon@epagov>; Sullivan, Brian <sullivan.brisn®@epa.gov>; Darr, Chuck
<Darr.Chuckienas.gov>; Gill, Todd <Gl Todd@ena. gov>; West, Daniel

<West. Daniel @sepa.zov>; Husvar, Chris <HusVar.Chris@lena. gov>; Seegars, Elroy
<Seegars. EHroy@epa.sov>

Cc: Thomas, Russell <Thomas, Busselli@ens gov>; Vetrano, Jack
<Netranoack@®@ena.gov>; Jack Vetrano <jvetrano@patrictlic net>; Castaneda, Mario
<CastanedaMario@epagov>; Hoff, Dale <Hoff.Dale @ena.zov>; Scheitlin, Tom
<Scheitlin TomBepa.go>

Subject: RE: Meeting Notes: CCTE/ORD Unix Meeting (11/30/2022)

Curtis,

| will get back to you on the timeline and details of what all is required to be
coordinated.

[TI3 is meeting this afternoon and | will email details after that. Thanks.
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Regards,

dipak patnaik

Enterprise Infrastructure Support Services Manager
US EPA Consultant

ORD | m: +1-703-309-4627 | patnaik.dipak@epa.gov

Patriot LLC
m: +1-703-309-4627 | dpatnaik@patriotlic.net | www.patriotlic.net

From: Marshall, Vozzie <Marshall Vozzie@epagow>

Sent: Thursday, December 22, 2022 12:37 PM

To: Kilburn, Curtis <Kilburn Curtis@epa.gov>; Alford, Mark <alford marki@epa.gov>;
Renner, James <Renner lamesifepa.zov>; Goods, Lemarquis

<gmods lemarguis@epa.gov>; Narra, Bujji-Babu <narra bulii-babu@spa.gov>; Patnaik,
Dipak <Painaik. Dipak@®epa.gov>; Richardson, Jon <Richardson Jon@ena.gov>; Hammel,
Craig <hammel. craig@epa.gov>; Gawdi, Govind <Gawdi. Govind®epa.gov>; McGlinchey,
Laura A. <McGlinchev Laura@ena gov>; Dawson, Damon <Dawson, Damonfsna. gov>;
Sullivan, Brian <sullivan. brian®epa.gov>; Darr, Chuck <Dare. Chuck@ena. gov>; Gill, Todd
<Gil Todd@epagov>; West, Daniel <West. Daniel®@epa.gov>; Husvar, Chris
<HusWar.Chris®epa pov>; Seegars, Elroy <Seesars.Elrov@epa.gow>

Cc: Thomas, Russell <Thomas Russell@epa.pov>; Vetrano, Jack
<NetranoJack@epagov>; Jack Vetrano <jvetrano@oatriotlic.net>; Castaneda, Mario
<Castaneda Mario®epa.gov>; Hoff, Dale <Hoff Dale @ sna.gov>; Scheitlin, Tom
<Scheitlin, Tom@epa.gov>

Subject: RE: Meeting Notes: CCTE/ORD Unix Meeting (11/30/2022)

Curt,

| will start the rebuild of server v2626umcth043 and will have the encryption started
late this afternoon.

Vozzie Marshall (Contractor)

-~

Email: marshatlvomie@ena gov
Office: (919) 541-3767

From: Kilburn, Curtis <kKilburm. Curlis@epa.gow>

Sent: Thursday, December 22, 2022 12:00 PM

To: Marshall, Vozzie <}arshall Vorzie@epa. gov>; Alford, Mark <aiford.mark@epa.pov>;
Renner, James <Rennsr.james@epa.goy>; Goods, Lemarquis
<goodslemarquis@epa.gov>; Narra, Bujji-Babu <narra buiii-babu@ena.gov>; Patnaik,
Dipak <Patnaik.Dipak@epa.gov>; Richardson, Jon <Richardson don@epa.gov>; Hammel,
Craig <hammel oralg@ena.poy>; Gawdi, Govind <Gawdl Govind@epa.gov>; McGlinchey,
Laura A. <McGlinchey. Laura@ena.gov>; Dawson, Damon <Dawson. Damon@epa. gov>;
Sullivan, Brian <sullivan hrian@epa.zov>; Darr, Chuck <Darr. Chuck@epa. zov>; Gill, Todd
<Gt Todd@epa.gov>; West, Daniel <West. Dandelfena.gov>; Husvar, Chris
<HusVar.Chrisibena.gov>; Seegars, Elroy <Sesgars.Elrov@epa, gow>

Cc: Thomas, Russell <Thomas Russelli@ens.gov>; Vetrano, Jack
<Vetrano.ack@epa.gov>; Jack Vetrano <jvetrano@patrictlic net>; Castaneda, Mario
<CastanedaMario®@epa.gov>; Hoff, Dale <Hoff.Dale @ena.zov>; Scheitlin, Tom
<Scheitlin. Tom@ena.goy>

Subject: RE: Meeting Notes: CCTE/ORD Unix Meeting (11/30/2022)
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Vozzie

The SCDCD staff just held and a meeting and discussed the v2626umcth043 situation.
We reviewed several options on how to move forward. The one option that we all
agreed to was to have you rebuild the server and complete your Data Encryption if
possible by tomorrow evening. Once you have completed and the server is stabilized
lets us know so we can start reloading all the data back on the server. Our targetis to
have 043 completely loaded and back in service by Jan. 3.

Please let us know if you agree with this plan and if the Jan. 3™ date can be met
provided we can get all the data reloaded next week.

Regards

Curt

From: Marshall, Vozzie <Marshall Vozzie@epagow>

Sent: Thursday, December 22, 2022 11:20 AM

To: Alford, Mark <alford.mark@epa.gov>; Kilburn, Curtis <Kilburn. Curtis@epa.gov>;
Renner, James <Bsnner. james@epa.sov>; Goods, Lemarquis

<goods temarguisi@ena.gov>; Narra, Bujji-Babu <narra bulii-babu@epa.gov>; Patnaik,
Dipak <Patnaik, Dipak@ena.gov>; Richardson, Jon <Richardson Joni@ena.gov>; Hammel,
Craig <hammel.oraiz@epa.goy>; Gawdi, Govind <Gawd. Govind@ epa.gov>; McGlinchey,
Laura A, <McGlinchevy Laura@epa.gov>; Dawson, Damon <Dawson, Damon@ena gsov>;
Sullivan, Brian <sullivan. brian®@ena.gov>; Darr, Chuck <Dare. Chuck@ena.gov>; Gill, Todd
<Gl Todd®@ena govy>; West, Daniel <West Daniel@epa.gov>; Husvar, Chris
<HusVar.Chris@epa.gov>; Seegars, Elroy <Ssegars.Elroy@epa.gow>

Cc: Thomas, Russell <Thaomas Russell@epa.gov>; Vetrano, Jack
<Yetranodack@ena.gov>; Jack Vetrano <jvstranc@patriotlic.net>; Castaneda, Mario
<Castaneda.Mario@epa.gov>; Hoff, Dale <Huolf . Dale@epa.gov>; Scheitlin, Tom
<Geheitlin Tom@ena.gov>

Subject: RE: Meeting Notes: CCTE/ORD Unix Meeting (11/30/2022)

All,

The server v2626umcth043 crashed three times last night. We are trying to get logged
into server to stop services but are having trouble with the server staying online for
longer then 5 minutes. We are going to try at the console.

Vozzie Marshall (Contractor)
Email: marshallvorzie@epa.gov
Office: (919) 541-3767

From: Marshall, Vozzie

Sent: Wednesday, December 21, 2022 6:28 PM

To: Alford, Mark <aiford.mark@epa.gov>; Kilburn, Curtis <Eithurn. Curtis@epa.gov>;
Renner, James <Rennsr.james@epa.goy>; Goods, Lemarquis
<goodslemarquis@epa.gov>; Narra, Bujji-Babu <niarra buiii-babu@ena.gov>; Patnaik,
Dipak <Patnaik.Dipak@epa.gov>; Richardson, Jon <Richardson lon@epa.gov>; Hammel,
Craig <hammel oralg@ena.poy>; Gawdi, Govind <Gawdl Govind@epa.gov>; McGlinchey,
Laura A. <McGlinchey. Laura@ena.gov>; Dawson, Damon <Dawson. Damon@epa. gov>;
Sullivan, Brian <sullivan hrian@epa.zov>; Darr, Chuck <Darr. Chuck@epa. zov>; Gill, Todd
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<Gl Todd®@epa.gov>; West, Daniel <\West. Daniel@epagov>; Husvar, Chris
<HusVar.Chris@epa.pov>; Seegars, Elroy <Sssgars Elroyv@epa, gow>

Cc: Thomas, Russell <Thomas, Russell@epa.gov>; Vetrano, Jack
<VetranoJdack@ena.gov>; Jack Vetrano <jyetranoi@patriotiic.net>; Castaneda, Mario
<Castansda Mario@epa.gov>; Hoff, Dale <Hoff Dals@epa.gow>; Scheitlin, Tom
<Scheitlin Tom@Bepa.gov>

Subject: RE: Meeting Notes: CCTE/ORD Unix Meeting (11/30/2022)

All,

Server v2626umcth043 went down at 5:23pm and was rebooted, securedoc is still
running. Mark and CCTE team please confirm your apps are running.

last communication time: 2022-12-21 18:25:37

device % encrypted
/dev/mapper/rhel-root 100
/dev/mapper/rhel-home 100
/dev/mapper/rhel-tmp 100
/dev/mapper/rhel-var 100

/dev/mapper/rhel-var_log 100
/dev/mapper/rhel-var_log_audit 100
/dev/mapper/rhel-swap 100
/dev/mapper/vg_datal-lv_datal 100
/dev/mapper/vg_data2-lv_data2 66
/dev/mapper/vg_data3-lv_data3 0

Vozzie Marshall (Contractor)
Email: marshallvorzie@epa.gov
Office: (919) 541-3767

From: Alford, Mark <aiford.mark@ens. gows

Sent: Wednesday, December 21, 2022 9:28 AM

To: Marshall, Vozzie <}arshall Vorzie@epa.gov>; Kilburn, Curtis
<Kilburn.Curtis@epa.gov>; Renner, James <Rennsr James@epa.gov>; Goods, Lemarquis
<goodslemarquis@epa.gov>; Narra, Bujji-Babu <niarra buiii-babu@ena.gov>; Patnaik,
Dipak <Patnaik.Dipak@epa.gov>; Richardson, Jon <Richardson lon@epa.gov>; Hammel,
Craig <hammel oralg@ena.poy>; Gawdi, Govind <Gawdl Govind@epa.gov>; McGlinchey,
Laura A. <McGlinchey. Laura@ena.gov>; Dawson, Damon <Dawson. Damon@epa. gov>;
Sullivan, Brian <sullivan hrian@epa.zov>; Darr, Chuck <Darr. Chuck@epa. zov>; Gill, Todd
<GilL Todd@ epa.goy>; West, Daniel <\West Daniel@ena.gov>; Husvar, Chris
<HusVar.Chris@epa.gov>; Seegars, Elroy <Ggsgars. Elrov@epa gow>

Cc: Thomas, Russell <Thomas, Russellfena.gov>; Vetrano, Jack

<etranoack@ena gov>; Jack Vetrano <jyetrano@patrictlic net>; Castaneda, Mario
<Castaneda Marin@epa.gov>; Hoff, Dale <Hoff Diale @eng gov>; Scheitlin, Tom
<Scheitlin Tom@epa.gov>

Subject: RE: Meeting Notes: CCTE/ORD Unix Meeting (11/30/2022)

We have taken back th043 as of 12/19/2022 and all Database have been restarted on
that server.

We also hope that the winmagic encryption software has continued.
We will revisit this and see where we are are 1/3/2023
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From: Alford, Mark

Sent: Monday, December 19, 2022 11:36 AM

To: Marshall, Vozzie <Marshall Vorzie@epa.gov>; Kilburn, Curtis

<Kitburn. Curtis@epa.gov>; Renner, James <Renner. James@spa.gov>; Goods, Lemarquis
<ggods.temarquisi®ena.gov>; Narra, Bujji-Babu <narra buiii-babu@epa.gov>; Patnaik,
Dipak <Patnaik Dipak@epa.gov>; Richardson, Jon <Richardson jon@epa.gov>; Hammel,
Craig <hammel.oraig@ens.goy>; Gawdi, Govind <Gawdi Govind@epa.gov>; McGlinchey,
Laura A, <McGlincheyv Laura@epa.gov>; Dawson, Damon <Dawson. Damoni@ena. gov>;
Sullivan, Brian <sullivan. brian@epa.gov>; Darr, Chuck <Garr. Chuck@epa.gov>; Gill, Todd
<Gl Todd®@epa.gov>; West, Daniel <\West. Daniel@epagov>; Husvar, Chris
<HusVar.Chris@epa.pov>; Seegars, Elroy <Sssgars Elroyv@epa, gow>

Cc: Thomas, Russell <Thomas, Russell@ena.gov>; Vetrano, Jack
<VetranoJdack@ena.gov>; Jack Vetrano <jyetranoi@patriotiic.net>; Castaneda, Mario
<Castansda Marin@epa.sov>; Hoff, Dale <Haoff . Dale@epa.gov>; Scheitlin, Tom
<Gcheitlin . TomBena.gov>

Subject: RE: Meeting Notes: CCTE/ORD Unix Meeting (11/30/2022)

That will not resolve that the 7TB will have to be reinitialized with the other database
and that will cause a major outage. Alsc we are now 2 version behind on th043 with a
possibility of being another version behind.

This is why a rebuild is not a viable option.

From: Marshall, Vozzie <}Marshall Vozzie@epagow>

Sent: Monday, December 19, 2022 11:32 AM

To: Kilburn, Curtis <iGlburn.Curtis@epa.gov>; Alford, Mark <alford.mark@epa.pow>;
Renner, James <Bsnner jamesi@epa.zov>; Goods, Lemarquis

<goods temarguisi@ena.gov>; Narra, Bujji-Babu <narra. bulli-babu@sepa.gov>; Patnaik,
Dipak <Patnaik Dipak@epa.gov>; Richardson, Jon <Richardson Joni®@epa.gov>; Hammel,
Craig <hammel.oraiz@epa.goy>; Gawdi, Govind <Gawd. Govind@ epa.gov>; McGlinchey,
Laura A, <McGlinchevy Laura@epa.gov>; Dawson, Damon <Dawson, Damon@ena gsov>;
Sullivan, Brian <sullivan. brian®@ena.gov>; Darr, Chuck <Dare. Chuck@ena.gov>; Gill, Todd
<Gl Todd®@ena govy>; West, Daniel <West Daniel@epa.gov>; Husvar, Chris
<Hus¥ar.Chris@epa.gov>; Seegars, Elroy <Seagars Elrov@epa.gow>

Cc: Thomas, Russell <Thomas Russell@epa.pov>; Vetrano, Jack
<Yetranodack@epagov>; Jack Vetrano <jyetranc@oatriotlic net>; Castaneda, Mario
<Castaneds Mario@epa.gov>; Hoff, Dale <Hoif.Dale@opa.zov>; Scheitlin, Tom
<Seheitlin, Tom@ena,.gov>

Subject: RE: Meeting Notes: CCTE/ORD Unix Meeting (11/30/2022)

Curtis,

With the way that the securedoc encryption process has been running, as you know
over the past 4 week at a slow pace. We do not see the encryption be completed by Jan
3. We have a doable suggestion from the server support side. We can rsync the
database data for the three partitions listed below to our admin storage server; rebuild
server v2626umcth043 and initialize/format the partitions; fully encrypted the server;
rsync the database data from our admin storage server back to the three partitions.

1.2T /data-mongodb

417 /data-pgsql
33M /data-mysql
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Vozzie Marshall (Contractor)
Email: marshellvomie@epa. zoy
Office: (919) 541-3767

From: Kilburn, Curtis <Eilburn. Curtis@ena.gov>

Sent: Monday, December 19, 2022 10:54 AM

To: Marshall, Vozzie <Marshall Vorzis@ena gov>; Alford, Mark <alford.mark@ena. gov>;
Renner, James <fRenner.jamess@eps.gov>; Goods, Lemarquis
<goudstemarquis@epa.gov>; Narra, Bujji-Babu <niarva. huiii-babu@epa.gov>; Patnaik,
Dipak <Patnaik. Dipsk@epa.gov>; Richardson, Jon <Richardsonon@ena.gov>; Hammel,
Craig <hammel craig@epa.gov>; Gawdi, Govind <Gawdi. Govind®epa.gov>; McGlinchey,
Laura A. <MicGlinchey. Laura@epa.gov>; Dawson, Damon <Dawson. Damon@epa.gov>;
Sullivan, Brian <sullivan brian@ena. gow>; Darr, Chuck <Darr. Chuck@ena. zov>; Gill, Todd
<Gt Todd@epa.gov>; West, Daniel <West. Dandelfena.gov>; Husvar, Chris
<HusVar.Chrisibena.gov>; Seegars, Elroy <Sesgars.Elrov@epa, gow>

Cc: Thomas, Russell <Thomas, Busselli@ens gov>; Vetrano, Jack
<Netranoack@®@ena.gov>; Jack Vetrano <jvetrano@patrictlic net>; Castaneda, Mario
<CastanedaMario@epa gov>; Hoff, Dale <Hoff.Dale @ena.zov>; Scheitlin, Tom
<Scheitlin TomBepa.go>

Subject: RE: Meeting Notes: CCTE/ORD Unix Meeting (11/30/2022)

Folks

The suggestion of rebuilding the server and starting the encryption process over would
require all the data to be reloaded and we do not have the resources so we do not
support that suggestion.

This process has been running for over 4 weeks now and very little progress has been
achieved only 9%. So based on this we will continue to allow you to do data encryption
24x7 until Jan. 3™ 8AM. If you have not completed the encryption process by than we
will need to take the 043 server back for us to continue operating our Data Bases.

Let me know if you have any questions.

Curt

From: Marshall, Vozzie <Marshall Vorrie@ana gov>

Sent: Monday, December 19, 2022 10:15 AM

To: Alford, Mark <aiford.mark@epa.gov>; Renner, James <Renner lames@epa.gov>;
Goods, Lemarquis <ggods lemarquis®epa.gov>; Narra, Bujji-Babu <nz
babu@epa.gov>; Patnaik, Dipak <Fatnaik Dipak@epa gov>; Richardson, Jon
<Richardson. lon@epa.pov>; Hammel, Craig <hammel.craig@epa. gov>; Gawdi, Govind
<Gawdl.Govind@spa,gov>; McGlinchey, Laura A, <MeGlinchev. Laura@epa. gowv>;
Dawson, Damon <Dawson Damon®ena, gov>; Sullivan, Brian <sullivan.brian@ens.gov>;
Darr, Chuck <Darr.Chucki@epa.gov>; Gill, Todd <Gill Todd@ena.gov>; West, Daniel
<West Danisl@spa.zov>; Husvar, Chris <HusYar.Chris@espa. sov>; Seegars, Elroy
<Seegars. Flrovi@ena.sov>

Cc: Thomas, Russell <Thomas, Russelli@ena.gov>; Kilburn, Curtis

<Kilburm. Curtis@epa.gov>; Vetrano, Jack <¥etrano. Jacki@epa.gov>; Jack Vetrano
<jyetrano@patriotlic net>; Castaneda, Mario <{astansda. Maric@ena gov>; Hoff, Dale
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<Hptf . Dale@epa.pov>; Scheitlin, Tom <Scheltlin . Tom@epa.gov>
Subject: RE: Meeting Notes: CCTE/ORD Unix Meeting (11/30/2022)

Mark,

Without moving any data. We should be able to have server back up in a little over 5
hours, but that is at the start point for encryption.

Vozzie Marshall (Contractor)
Email: marshellvomie@epa. zoy
Office: (919) 541-3767

From: Alford, Mark <alford mark@ena.govs

Sent: Monday, December 19, 2022 10:04 AM

To: Marshall, Vozzie <Marshall Vorzie@ena gov>; Renner, James
<Benner.ames@epa.gov>; Goods, Lemarquis <ggods.temarqguis@epa.gov>; Narra, Bujji-
Babu <niarra.buiii-babu@epa.gov>; Patnaik, Dipak <Patnaik Dipak@epa.govs;
Richardson, Jon <Richardson Jjon@sps.gov>; Hammel, Craig <hammesloraig@epa.gov>;
Gawdi, Govind <Gawdl, Govind@epa.gov>; McGlinchey, Laura A,

<MeGlinchey Lavura®@epa.gov>; Dawson, Damon <Dawson. Damon@epa.goy>; Sullivan,
Brian <sullivan.brianBepa.goy>; Darr, Chuck <Barr. Chucki@epa.gov>; Gill, Todd

<Gt Todd@eps gov>; West, Daniel <West Dandslfena gov>; Husvar, Chris
<HusVar.Chrisflena.gov>; Seegars, Elroy <Sesgars.Elrov@epa, gow>

Cc: Thomas, Russell <Thomas, Busselli@ens gov>; Kilburn, Curtis
<Kilburn.Curtis@ena.govy>; Vetrano, Jack <Ystrano lack@epa.pov>; Jack Vetrano
<wetrano@pabriotie net>; Castaneda, Mario <Casigneda. Maric@epa.gov>; Hoff, Dale
<Hoff.Dale@epa.gov>; Scheitlin, Tom <Scheitlin Tom@epa. gow>

Subject: RE: Meeting Notes: CCTE/ORD Unix Meeting (11/30/2022)

When and how long would a rebuild of th043 take?

From: Marshall, Vozzie <ilarshall Vorzie®@ena goy>

Sent: Monday, December 19, 2022 9:46 AM

To: Alford, Mark <glford.mark@ena gov>; Renner, James <Benner Jamss@epa.govy>;
Goods, Lemarquis <ggods. lemarquis@epa.gov>; Narra, Bujji-Babu <parra, buiii-

<Richardsonlon@epa.pov>; Hammel, Craig <hammel.oraig@spa.goy>; Gawdi, Govind
<Gawdl Govind@epa.gov>; McGlinchey, Laura A. <MceGlinchev.laura®@epa. gov>;
Dawson, Damon <Dawson,. Damondepa, goy>; Sullivan, Brian <sullivan. brian@eps.zov>;
Darr, Chuck <Darr. Chuck@ens gov>; Gill, Todd <Gill Tedd@ena sov>; West, Daniel
<West Daniel@epa.gov>; Husvar, Chris <HusVar. Chris@epa.gov>; Seegars, Elroy
<Gsegars. Elrov@ena.gow

Cc: Thomas, Russell <Thomas. Russell@epa pov>; Kilburn, Curtis
<Eilburn.Curtis@ena.gov>; Vetrano, Jack <Vetrano Jack@epapov>; Jack Vetrano
<jwstrane@palriotic nel>; Castaneda, Mario <Castaneda Mario@epa.gov>; Hoff, Dale
<Hoff.Dale@epa.gov>; Scheitlin, Tom <Scheitlin. Tom@Bena.gov>

Subject: RE: Meeting Notes: CCTE/ORD Unix Meeting (11/30/2022)

All,

The securedoc encryption is still running. The vendor has reviewed the logs and could
not find any errors with the Winmagic securedoc logs.
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last communication time: 2022-12-19 09:41:59

device % encrypted
/dev/mapper/rhel-root 100
/dev/mapper/rhel-home 100
/dev/mapper/rhel-tmp 100
/dev/mapper/rhel-var 100

/dev/mapper/rhel-var_log 100
/dev/mapper/rhel-var_log_audit 100
/dev/mapper/rhel-swap 100
/dev/mapper/vg_datal-lv_datal 100
/dev/mapper/vg_data2-lv_data? 66
/dev/mapper/vg_data3-lv_data3 0

Vozzie Marshall (Contractor)
Email: marshall vorzia@ena sov
Office: (919) 541-3767

From: Alford, Mark <alford mark@ena. goy>

Sent: Monday, December 19, 2022 8:57 AM

To: Marshall, Vozzie <Varshall Vorzis@ena gov>; Renner, James
<Benner.lames@epa.gov>; Goods, Lemarquis <ggods.emarqguis@epa.gov>; Narra, Bujji-
Babu <niarra.buiii-babu@epa.gov>; Patnaik, Dipak <Patnaik, Dipak@epa.govs;
Richardson, Jon <Richardson Jjon@sps.gov>; Hammel, Craig <hammesloraig@epa.gov>;
Gawdi, Govind <Gawdl, Govind@epa.gov>; McGlinchey, Laura A,

<MeGlinchey Lavura®@epa.gov>; Dawson, Damon <Dawson. Damon@epa.goy>; Sullivan,
Brian <sullivan.brianBepa.goy>; Darr, Chuck <Barr. Chucki@epa.gov>; Gill, Todd

<Gl Todd@epagov>; West, Daniel <West. Daniel®@epa.gov>; Husvar, Chris
<HusWar.Chris®epa pov>; Seegars, Elroy <Seesars.Elrov@epa.gow>

Cc: Thomas, Russell <Thomas. Russell@epa pov>; Kilburn, Curtis
<Eilburn.Curtis@ena.gov>; Vetrano, Jack <Vetrano Jack@epapov>; Jack Vetrano
<jwstrane@palriotic nel>; Castaneda, Mario <Castaneda Mario@epa.gov>; Hoff, Dale
<Hoff.Dale@epa.gov>; Scheitlin, Tom <Scheitlin. Tom@Bena.gov>

Subject: RE: Meeting Notes: CCTE/ORD Unix Meeting (11/30/2022)

| need some status on th043??

From: Marshall, Vozzie <ilarshall Vorzie®@ena goy>

Sent: Tuesday, December 6, 2022 2:24 PM

To: Adkins, Norman <agkins.nonman®@epagov>; Alford, Mark <siford marki@epa,gov>;
Renner, James <Renner lamesifepa.zov>; Goods, Lemarquis

<gmods lemarguis@epa.gov>; Narra, Bujji-Babu <narra bulii-babu@spa.gov>; Patnaik,
Dipak <Painaik. Dipak@®epa.gov>; Richardson, Jon <Richardson Jon@ena.gov>; Hammel,
Craig <hammel. craig@epa.gov>; Gawdi, Govind <Gawdi. Govind®epa.gov>; McGlinchey,
Laura A. <McGlinchev Laura@ena gov>; Dawson, Damon <Dawson, Damonfsna. gov>;
Sullivan, Brian <sullivan. brian®epa.gov>; Darr, Chuck <Dare. Chuck@ena. gov>; Gill, Todd
<Gil Todd@epagov>; West, Daniel <West. Daniel®@epa.gov>; Husvar, Chris
<HusWar.Chris®epa pov>; Seegars, Elroy <Seesars.Elrov@epa.gow>

Cc: Thomas, Russell <Thomas. Russell@epa pov>; Kilburn, Curtis
<Eilburn.Curtis@ena.gov>; Vetrano, Jack <Vetrano Jack@epapov>; Jack Vetrano
<jwstrane@palriotic nel>; Castaneda, Mario <Casianeda Mario@epa,.gov>; Hoff, Dale
<Hotff.Dale@epa.gov>; Scheitlin, Tom <Scheitlin. TomBena.gov>

Subject: RE: Meeting Notes: CCTE/ORD Unix Meeting (11/30/2022)
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Norman,

Server v2626umcth043.rtord.epa.gov is running extra slow, can you insure that services
are stopped.

Vozzie Marshall (Contractor)
Email: marshallvoszie®@epa gov
Office: (919) 541-3767

From: Adkins, Norman <adkins.normani@epa,.gov>

Sent: Monday, December 5, 2022 1:59 PM

To: Alford, Mark <ziford. mark@epz.gov>; Renner, James <Renner. lames@epa.gov>;
Marshall, Vozzie <Marshall Vorzzie@epa.pov>; Goods, Lemarquis
<goods.lemarquis@ena.gov>; Narra, Bujji-Babu <narra.buiii-babu@epa.gow>; Patnaik,
Dipak <Fatnzik.Dipak@epa.gov>; Richardson, Jon <Richardson on@epa.gov>; Hammel,
Craig <hammel.oraigena.gov>; Gawdi, Govind <Gawdl. Govind@epa.gov>; McGlinchey,
Laura A, <McGlinchey Laura@epa.gov>; Dawson, Damon <Dawson. Damoni@ena,gov>;
Sullivan, Brian <sullivan. brian@epa.gov>; Darr, Chuck <Garr. Chuck@epa.gov>; Gill, Todd
<Gill Todd®@epa.gov>; West, Daniel <\West Daniel@epagov>; Husvar, Chris
<HuszVar.Chris@epa.pov>; Seegars, Elroy <Sssgars Elroy@epa. gow>

Cc: Thomas, Russell <Thaomas, Russell@ena.gov>; Kilburn, Curtis

<Kitburn. Curtis@epa.gov>; Vetrano, Jack <Vetrane.lacki@ena.gov>; Jack Vetrano
<iyvebrano@pstriotlic net>; Castaneda, Mario <{astansda Maric@ena zov>; Hoff, Dale
<Hoff.Dale@epa pov>; Scheitlin, Tom <Schsitlin. Tom@epa.gov>

Subject: RE: Meeting Notes: CCTE/ORD Unix Meeting (11/30/2022)

Hi Mark,

Yes, we can let the encryption run continuously until it is finished then we can work to
bring it back into the Replica set. The longer it is offline, the longer the resync process
(thus, latency) will last once it is brought back into the replica set. Hopefully it won’t be
the rest of the week and maybe we can even bring it back online during or right after
this week’s maintenance window.

Thanks.

Norman Adkins, CGFM, PMP

Chief, Data Management and Mining Branch
Office of Research and Development

Center for Computational Toxicology and Exposure
Office: {919) 541-0479

Cell: (919) 667-8033

From: Alford, Mark <alford. mark@epa.gov>

Sent: Monday, December 5, 2022 1:39 PM

To: Renner, James <Eenner lamss@epna.gov>; Marshall, Vozzie

<Marshall Vorzie@epa. gov>; Goods, Lemarquis <goods.lemarguisiena.gov>; Narra,
Bujji-Babu <naira bulii-babufepa.goy>; Patnaik, Dipak <Patnaik Divaki@epa.gov>;
Richardson, Jon <RichardsonJon®@sepa.gov>; Hammel, Craig <hammslcraig@epa.gov>;
Gawdi, Govind <Gawdi. Govind@epa.gov>; McGlinchey, Laura A,
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<MeGlinchey Laura®@ena.gov>; Dawson, Damon <Diawson.Damon@epa.gov>; Sullivan,
Brian <sullivan.brianBepa.gov>; Darr, Chuck <Barr.Chucki@epa.gov>; Gill, Todd

<GitL Todd@epa.gov>; West, Daniel <West. Dandelfepa.gov>; Husvar, Chris
<HusVar.Chrisfena.gov>; Seegars, Elroy <Sesgars. Elrov@epa, gov>; Adkins, Norman
<gdkins. norman@epa.gov>

Cc: Thomas, Russell <Thaomas, Russell@ena.gov>; Kilburn, Curtis

<Kilburn. Curtis@epa.gov>; Vetrano, Jack <¥etrano. Jacki@epa.gov>; Jack Vetrano
<iyvebrano@pstriotlc net>; Castaneda, Mario <Castaneda Mariofena sowy>

Subject: RE: Meeting Notes: CCTE/ORD Unix Meeting (11/30/2022)

Can we keep the node down all week to get te encryption done??

From: Renner, James <Rennerames@lepa.gov>

Sent: Monday, December 5, 2022 1:37 PM

To: Alford, Mark <aiford. mark@ena.gov>; Marshall, Vozzie <barshall Vorzis@ena, gov>;
Goods, Lemarquis <goods lemarquis@epa.gov>; Narra, Bujji-Babu <narra buili-
habud@epa gov>; Patnaik, Dipak <Patnaik. Dipsk@epa gov>; Richardson, Jon
<Richardsonlon@epa.pov>; Hammel, Craig <hammel.oraig@spa.goy>; Gawdi, Govind
<Gawdl Govind@epa.gov>; McGlinchey, Laura A. <MceGlinchev.laura®@epa. gov>;
Dawson, Damon <Dawson,. Damondepa, goy>; Sullivan, Brian <sullivan. brian@eps.zov>;
Darr, Chuck <Darr. Chuck@ens gov>; Gill, Todd <Gill Tedd@ena sov>; West, Daniel
<West. Daniel@epa.gov>; Husvar, Chris <HusVar. Chris®@spa.gov>; Seegars, Elroy
<Seegars. Hroy@ena.gov>; Adkins, Norman <adkins.normani@epa,gov>

Cc: Thomas, Russell <Thomas, Busselli@epns gov>; Kilburn, Curtis
<Kilburn.Curtis@ena.govy>; Vetrano, Jack <Ystrano lack@epa.pov>; Jack Vetrano
<ivetrano@patriotiic net>; Castaneda, Mario <Castaneda Mario®epa. gow>

Subject: RE: Meeting Notes: CCTE/ORD Unix Meeting (11/30/2022)

All,

Norm and | have stopped the Mongo database on TH043. Mongo is still operational on
the other two nodes. We tested the environment that is now acting as a 2 node replica
set.

As a result of this effort, the encryption should be able to proceed without the mongo
related issue for th043.

Please advise once complete and we can add this node back into the replica set.

Thank you,

James Renner

Data Modeler, Data Management and Mining Branch
Office of Research and Development

Center for Computational Toxicology and Exposure
renneriames@epa gov
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From: Alford, Mark <aiford.mark@ens.govs

Sent: Sunday, December 4, 2022 7:01 PM

To: Marshall, Vozzie <Marshall Vozzie@epa.gov>; Goods, Lemarquis

<goods temarguisi@ena.gov>; Narra, Bujji-Babu <narra. bulli-babu@sepa.gov>; Patnaik,
Dipak <Painaik Dipak®epa gov>; Richardson, Jon <Richardson Jon@ena.gov>; Hammel,
Craig <hammel.craigfepa.gov>; Gawdi, Govind <Gawdi.Govind®ena.zov>; McGlinchey,
Laura A. <McGlinchev Laura@ena.gov>; Dawson, Damon <Dawsen, Damonfisna gov>;
Sullivan, Brian <sullivan. brian®epa.gov>; Darr, Chuck <Dare. Chuckfena govs>; Gill, Todd
<Gl Toedd®@ena.gov>; West, Daniel <West Daniel@epa.gov>; Husvar, Chris

<HusVar Chris@epa.gov>; Seegars, Elroy <Seegars. Elroyvi@ena.zov>; Adkins, Norman
<gdkins.norman@epagov>; Renner, James <RennerJames@epagov>

Cc: Thomas, Russell <Thomas Russslli@epa.gov>; Kilburn, Curtis
<Kilburn.Curtis@ena.gov>; Vetrano, Jack <¥strano. lack@epa.pov>; Jack Vetrano
<wetrano@patriotlic net>; Castaneda, Mario <Castaneda. Mario@epa.gov>

Subject: RE: Meeting Notes: CCTE/ORD Unix Meeting (11/30/2022)

We will proceed with the encryption starting Monday @4::00 PM until Tuesday @7:00
AM.

We will do this Monday, Tuesday, Wednesday, Thursday. We will use the same tie
schedule each of these days.

If we don’t complete by Thursday, We will repeat the time schedule the following week.

Hark Ffford

Security+

IT Infrastructure Team Lead

Lead System Administrator

Technical Resource Lead

Office of Research and Development,

Center for Computational Toxicology and Exposure

Scientific Computing and Data Curation Division Application Development
Branch

e: alford mark@ena gov

t: (919) 541-4177
m: (413) 358-0407

From: Marshall, Vozzie <Marshall Vorrie@ana gov>

Sent: Friday, December 2, 2022 10:07 AM

To: Alford, Mark <zlford. mark@epa.gov>; Goods, Lemarquis

<gmods lemarguis@epa.gov>; Narra, Bujji-Babu <narra bulii-babu@spa.gov>; Patnaik,
Dipak <Painaik. Dipak@®epa.gov>; Richardson, Jon <Richardson Jon@ena.gov>; Hammel,
Craig <hammel. craig@epa.gov>; Gawdi, Govind <Gawdi. Govind®epa.gov>; McGlinchey,
Laura A. <McGlinchev Laura@ena.gov>; Dawson, Damon <Dawson, Damonfisna. gov>;
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Sullivan, Brian <sullivan.brian®@epa.gov>; Darr, Chuck <Darr. Chuck@epa.gov>; Gill, Todd
<Gl Toedd®@ena.gov>; West, Daniel <West Daniel@epa.gov>; Husvar, Chris

<HusVar Chris@epa.gov>; Seegars, Elroy <Seegars. Eliroyvi@ena.gov>; Adkins, Norman
<agdkins. norman@epagov>; Renner, James <Rennerjames@epagov>

Cc: Thomas, Russell <Thomas, Busselli@epns gov>; Kilburn, Curtis
<Kilburn.Curtis@ena.govy>; Vetrano, Jack <Ystrano lack@epa.pov>; Jack Vetrano
<jwstrano@palriotic nel>; Castaneda, Mario <Castaneda. Mario@epa.gov>

Subject: RE: Meeting Notes: CCTE/ORD Unix Meeting (11/30/2022)

All,
As of this morning, when securedoc was stopped.

last communication time: 2022-12-02 10:04:40

device % encrypted
/dev/mapper/rhel-root 100
/dev/mapper/rhel-home 100
/dev/mapper/rhel-tmp 100
/dev/mapper/rhel-var 100

/dev/mapper/rhel-var_log 100
/dev/mapper/rhel-var_log_audit 100
/dev/mapper/rhel-swap 100
/dev/mapper/vg_datal-lv_datal 100
/dev/mapper/vg_data2-lv_data2 54
/dev/mapper/vg_data3-lv_data3 0

Vozzie Marshall (Contractor)
Email: marshallvorzie@epa.gov
Office: (919) 541-3767

From: Alford, Mark <aiford.mark@ens. gows
Sent: Thursday, December 1, 2022 5:41 PM
To: Goods, Lemarquis <goods.lemarguis®@epa gov>; Narra, Bujji-Babu <narra.buiil-

<fichardson lon®@ena.gov>; Hammel, Craig <hammel oraig@spa. gov>; Gawdi, Govind
<Gawdl.Govind@epa.gov>; Marshall, Vozzie <Marshall. Vozzie@epa.gov>; McGlinchey,
Laura A. <McGlinchev Laura@ena.gov>; Dawson, Damon <Dawsen, Damonfisna gov>;
Sullivan, Brian <sullivan. brian®epa.gov>; Darr, Chuck <Dare. Chuckfena govs>; Gill, Todd
<Gil Todd@epagoy>; West, Daniel <West Daniel®@epa.gov>; Husvar, Chris

<HusWar Chrisi@Bepa gov>; Seegars, Elroy <Seegars Flrov@ena.gov>; Adkins, Norman
<adkins norman@epa.gov>; Renner, James <Renner james@epa goy>

Cc: Thomas, Russell <Thomas, Russellfena.govs>; Kilburn, Curtis

<Kilburm. Curtis@epa.gov>; Vetrano, Jack <¥etrano. Jacki@epa.gov>; Jack Vetrano
<jvetranofpatriotiic.net>; Castaneda, Mario <{asiansda Mario@lepa gow>

Subject: RE: Meeting Notes: CCTE/ORD Unix Meeting (11/30/2022)

Please stop encryption @7AM Friday

From: Goods, Lemarquis <ggods.lemarquisi@ena.gov>
Sent: Thursday, December 1, 2022 5:40 PM
To: Alford, Mark <alford.mark@ena.sov>; Narra, Bujji-Babu <narra.buiii-
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<Richardson Jon®@epa.gov>; Hammel, Craig <hammelcraip@epa.gov>; Gawdi, Govind
<Gawdl Govind@epa.gov>; Marshall, Vozzie <Marshall. Vozzis@epa.gov>; McGlinchey,
Laura A. <McGlinchev Laura@epa.gov>; Dawson, Damon <Dawson. Damon@epa. gov>;
Sullivan, Brian <sullivan. brian®@ena.gov>; Darr, Chuck <Dare. Chuck@ena.gov>; Gill, Todd
<Gl Todd®@ena govy>; West, Daniel <West Daniel@epa.gov>; Husvar, Chris

<HusVar Chris@epa.gov>; Seegars, Elroy <Seegars Elroyvi@ena. zov>; Adkins, Norman
<adkins norman@epa.goy>; Renner, James <RennerJames@epa.gov>

Cc: Thomas, Russell <Thomas, Busselli@epns gov>; Kilburn, Curtis
<Kilburn.Curtis@ena.govy>; Vetrano, Jack <Ystrano lack@epa.pov>; Jack Vetrano
<ivetrano@patriotiic net>; Castaneda, Mario <Castaneda Mario®epa. gow>

Subject: RE: Meeting Notes: CCTE/ORD Unix Meeting (11/30/2022)

All

We have rebooted the server and encryption is running as planned. We will continue to
monitor the progress.

LeMarquis Goods

System Administrator |l
Vision Technologies, Inc.
D: (919) 541-4813
goods.lemarquis@epa.gov

From: Alford, Mark <alford mark@ena. goys

Sent: Thursday, December 1, 2022 4:09 PM

To: Narra, Bujji-Babu <narra buili-babu®ens vov>; Goods, Lemarquis
<goods.temarquisi®ena.gov>; Patnaik, Dipak <Patnaik. Dipak@epa.gov>; Richardson, Jon
<Richardsonon®@epa.gov>; Hammel, Craig <hammeloraiz®@epa.gow>; Gawdi, Govind
<Gawdl.Govind@epa.gov>; Marshall, Vozzie <M arshall. Vozzis@ena.gov>; McGlinchey,
Laura A. <Mcilincheyv. Laura@epa.gov>; Dawson, Damon <Dgwson. Damoni@epa.gov>;
Sullivan, Brian <sullivan. brisni@epa.gov>; Darr, Chuck <Darr. Chuckd@epa.gov>; Gill, Todd
<Gl Todd@ena.gov>; West, Daniel <West Danisl@epa.pov>; Husvar, Chris
<HusVar.Chris@epa.pov>; Seegars, Elroy <Ssegars.Elroy@epa.gov>; Adkins, Norman
<adkins norman@epa.goy>; Renner, James <RennerJames@epa.gov>

Cc: Thomas, Russell <Thomas. Russell@epa pov>; Kilburn, Curtis
<Eilburn.Curtis@ena.gov>; Vetrano, Jack <Vetrano Jack@epapov>; Jack Vetrano
<jwstrane@palriotlc nel>; Castaneda, Mario <Casianeda Mario@epa.gov>

Subject: RE: Meeting Notes: CCTE/ORD Unix Meeting (11/30/2022)

All the databases on th043 are down and ready for encryption to start

From: Narra, Bujji-Babu <narra. buiii-babu@lena. govs>

Sent: Thursday, December 1, 2022 10:17 AM

To: Goods, Lemarquis <goods. lemarquis@spa.gov>; Alford, Mark
<ziford.mark@epa.gov>; Patnaik, Dipak <Painaik. Dinak@epa.gov>; Richardson, Jon
<Richardson. lon@epa.pov>; Hammel, Craig <hammel.craig@epa. gov>; Gawdi, Govind
<Gawdl.Govind@spa,gov>; Marshall, Vozzie <Marshall. Vorrie@epa.gov>; McGlinchey,
Laura A. <McGlinchey.Laura@ena.gov>; Dawson, Damon <Dawson. Damon@epa.gov>;
Sullivan, Brian <sullivan hrian@epa.gov>; Darr, Chuck <Darr.Chuck@epa. pov>; Gill, Todd
<GilL Todd@ epa.goy>; West, Daniel <\West Daniel@ena.gov>; Husvar, Chris
<HusVar.Chris@epa. gov>; Seegars, Elroy <Gssgars. Elrov@epa gov>; Adkins, Norman
<adkins. norman@epa.gov>; Renner, James <RennerJamesi@epna.pov>
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Cc: Thomas, Russell <Thomas Russell@epa.gov>; Kilburn, Curtis

<Kilburn Curtis@ena.gov>; Vetrano, Jack <Velrana lack@epa.gov>; Jack Vetrano
<jvetrano@patriotiic.net>; Castaneda, Mario <Castanedas Maric@epa.gov>
Subject: RE: Meeting Notes: CCTE/ORD Unix Meeting (11/30/2022)

Hello Goods,
| will work with database/application team and get back to you

Thanks,
Bujji Narra

From: Goods, Lemarquis <ggods.lemarguisi@ena.gov>

Sent: Thursday, December 1, 2022 9:53 AM

To: Alford, Mark <alford.mark@epa.gov>; Patnaik, Dipak <Patnaik. Dipak@spapov>;
Richardson, Jon <Richardson Jon@ena.gov>; Hammel, Craig <hammelcralg@spa.gov>;
Narra, Bujji-Babu <narra buili-babu@ena.zov>; Gawdi, Govind

<Gawdl Govind@epa.govy>; Marshall, Vozzie <Marshall. Vozzis@epa.gov>; McGlinchey,
Laura A, <McGlinchevy Laura@epa.gov>; Dawson, Damon <Dawson, Damon@ena gsov>;
Sullivan, Brian <sullivan. brian®@ena.gov>; Darr, Chuck <Dare. Chuck@ena.gov>; Gill, Todd
<Gl Todd®@ena govy>; West, Daniel <West Daniel@epa.gov>; Husvar, Chris

<HusVar Chris@epa.gov>; Seegars, Elroy <Seegars Elroyvi@ena. zov>; Adkins, Norman
<agdkins. norman@epagov>; Renner, James <RennerJames@epagov>

Cc: Thomas, Russell <Thomas, Busselli@epns gov>; Kilburn, Curtis
<Kilburn.Curtis@ena.goy>; Vetrano, Jack <Ystrano lack@epa.pov>; Jack Vetrano
<ivetrano@patriotiic net>; Castaneda, Mario <Castaneda Mario®epa. gow>

Subject: RE: Meeting Notes: CCTE/ORD Unix Meeting (11/30/2022)

Mark

What day will CCTE be shutting the databases down on th043? Today (12/01) or Friday (
12/02)?

Can you send an email out once the databases have been shutdown and the ORD Unix
team can resume DAR encryption?

LeMarquis Goods

System Administrator |l
Vision Technologies, Inc.
D: (919) 541-4813
goods.lemarquis@epa.gov

From: Alford, Mark <alford. mark@epa.gov>

Sent: Thursday, December 1, 2022 9:13 AM

To: Patnaik, Dipak <Patnzik. Dipak@epa.gov>; Richardson, Jon

<Richardson. lon@epa.pov>; Hammel, Craig <hammel.oraig@ena. gov>; Narra, Bujji-Babu
<parrabulli-babu@epa.gov>; Gawdi, Govind <Gawdl. Govind@sna.gov>; Goods,
Lemarquis <ggods lemarquis@epa.gov>; Marshall, Vozzie <Marshall Vorzie@epa.gov>;
McGlinchey, Laura A. <McGlinchey.Laura@epa zov>; Dawson, Damon

<Dawson Damon@ena gov>; Sullivan, Brian <sullivan.brisn®epa.goy>; Darr, Chuck
<Darr.Chuck@epa. gov>; Gill, Todd <Gill. Todd@ena. gov>; West, Daniel

<West Daniel@epa.gov>; Husvar, Chris <HusVar. Chris@epa.gov>; Seegars, Elroy
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<Seegars. HroviPena.zov>; Adkins, Norman <adkins.norman@epa.gov>; Renner, James
<Rennsy lamesi@ens goy>

Cc: Thomas, Russell <Thomas, Russell@epa.gov>; Kilburn, Curtis

<Kiburn. Curtis@epa.gov>; Vetrano, Jack <Vetrane.lacki@ena.gov>; Jack Vetrano
<ivebrano@pstriotlc net>; Castaneda, Mario <Castaneda Mariofena sowy>

Subject: RE: Meeting Notes: CCTE/ORD Unix Meeting (11/30/2022)

CCTE Server THO43 —

Discuss slow encryption progress

The server needs to be rebooted

CCTE will follow-up with Norman Adkin’s team to determine a schedule to
accommodate the encryption process

CCTE has decided to shutdown all database at 4PM and turn the server over to ORD
Unix to do the encryption until 7AM Monday {12/5)

We need to get a status roughly every 10 hours so our database team can be aware.
During this time you can reboot the server and do any work 1o get this encryption done.
On Monday we will assess the completion done and if needed will continue the work on
Monday during the day

| have added members of the data team to see this communication

HMark Flford

Security+

IT Infrastructure Team Lead

Lead System Administrator

Technical Resource Lead

Office of Research and Development,

Center for Computational Toxicology and Exposure

Scientific Computing and Data Curation Division Application Development
Branch

e: alfordomark@epa.goy

t: (919) 541-4177
m: (413) 358-0407

From: Patnaik, Dipak <Patnaik Dipak@epa gov>

Sent: Wednesday, November 30, 2022 3:02 PM

To: Richardson, Jon <RichardsonJondepa.gov>;, Hammel, Craig

<hammel craig@epa.gov>; Alford, Mark <aglford mark@spa.gov>; Narra, Bujji-Babu
<parra.bulli-babu@epa.gov>; Gawdi, Govind <Gawdi.Govind@epa.gov>; Goods,
Lemarquis <goodstemarguiz@epa.gov>; Marshall, Vozzie <Marshall Vozzis @epa.gow>;
McGlinchey, Laura A. <McGlinchev.Laura®@spa.gov>; Dawson, Damon

<Dawson,. Damon®@epa.goyv>; Sullivan, Brian <sullivan. brian@epa.pov>; Darr, Chuck
<Darr.Chuck@ena sov>; Gill, Todd <Gill Todd @epa.gov>; West, Daniel

<West Daniel@epa.sov>; Husvar, Chris <HusVar. Chris@ens. gov>; Seegars, Elroy
<Seegars.Elrov@depa.gov>
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Cc: Thomas, Russell <Thomas Russell@epa.gov>; Kilburn, Curtis

<Kilburn Curtis@ena.gov>; Vetrano, Jack <Velrana lack@epa.gov>; Jack Vetrano
<jvetrano@patriotiic.net>; Castaneda, Mario <Castanedas Maric@epa.gov>
Subject: Meeting Notes: CCTE/ORD Unix Meeting (11/30/2022)

All,
Please review meeting notes from today’s call. Thanks.

Open ltems:
1. Data Encryption / WinMagic SecureDoc for CCTE systems —
1. CCTE Servers: TH041 / TH042 / TH029 — Jinsed
1. Data encryption — 100% complete
2. Noissues reported

2. Imran’s Shah’s system —

1. Data encryption in progress — 42% complete (as of 11/16)

2. Troubleshooting issues with old drives on Imran’s workstation.

3. Data partitions drives failed to mount. Opened case with WinMagic
3. HNotes from 1173073088 ~

1. Wolting on Winhdogio sugpart

4. CCTE Server TH043 —
1. Discuss slow encryption progress
5. Notes from 137302632
1. The server needs fo be rebooted
FoOCOTE wil follow-up with NMorman Sdlin’s teom to determing o sohedufe to
goepmmodots the encryotion process

1. Status onthe SFP replacement modules
1. #otes from 11305303828 ~
L. Burchose order hos been approvsd by ORI, In purchasing
3. ETAIS 137353022

2. Exclusion of Docker and associated packages — containerd.io needs to be excluded
1. ®otes from 113072032 -
1. CCTE is reviewing how to hondle configuration of 37 porty repos
2. Notes from 1171673038 ~
1. COTE will monually hoandle configurotion of 39 party repos.
3. Notes from $37272032 ~
1. Don West provided the current Hist of OOTE servers with customer Instolled
Frd porty pockoge repositories,
2. This shoold help COTE adwming disable or deonup those rapositorias 1o
grevent unintended pockoge updotes

3. Status of drives CCTE is receiving to upload data to v2626umcth022
1. ®otes from 113072032 -
L. §T1 hos been oble fo resofve the lsue of mounting the drives and in the
procsss of attaching to THO2Z
2. Notes from 1IJ1653032 -
1. Leforguels fo provide additions! detolls on the Drobo devive after the ool
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2. A Drobo external storage device was obtained. Server th022 only recognizes
that it is a USB device but does not present to the OS as a disk. The Drobo
can be detected and accessed on a Windows system. Need to discuss other
options.

1. 5 CCTE Blade Servers that need to be downgraded to RHEL7 or Hardware replaced
1. Hardware is not certified for RHEL 8 OS / replace hardware or downgrade OS to
RHEL 7

Operating
S

2. Notes from 117305303838 ~
L. Configuring three 8730 replocement servers for THOZE /S THO32 S THOE3
2. On completion - network Fher conngotions wilf be setup for Dotalors
sforoge
R, ETA for SFPs is 137373033
3. Notes from 117516730388 ~
1. 4 blade servers have been decommissioned.
2. Replacement R730 servers for the remaining production blades have been
identified.
3. Network requirements are in the works.
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4, T3 oo toke the identifled servers 3o TEEGE RAAT ond connect the servers
to Doetalore storoge
CCTE identified 6 R730 servers that will be replacing the 6 blades.
CCTE opened a ticket to decommission v2626umcth047
and v2626umcth031. The rest of the above 3 blades are in the process of
being replaced with R730 servers.
4, Noves from 1173730338 ~

1. Lemorguds provided RP38 server specs ond warronty info. Refer to
gitoched spreadihest ond oftached smad!
COTE o roviow the sevver specs ond got bock to TR
tark identified Slodes thot need to be replaced Sdecommissionsd. Sese
oftoched emaill threod from Mork S Lemorguds
&, ITI3 reguests thot tiokets be opened for blodes to be decommissioned

[ER I S

2. ACD-CHEM server (V26265NCPK507)
1. ITI3 turned over a Windows 2019 VM server in May
2. CCTE was scheduled to move all the applications below to the Windows 2019
VM server by end of Oct — Is this complete?

1. ACD Labs 2020 Desktop
2. ACD Labs 2020 Enterprise
3. Chemo Typer

4. Python3.6.4

5.

QSAR Toolbox 4.3
6. SAP PowerDesigner 16.6
3. Notes from 1353073033 -
1. Megtings scheduled with the end-user groug. Mork S Bulli will provide
spdotes on the timeline
2. Emol updote from Mork on 1371873032 — CUTE will oFf the server before
232023
4. Noves from JISI8/3038 ~
1. Bufff ond Merk to ofiscuss with ooplicotion ownsrs ond determing schedule
to move the gpplication to Windows Ssrver 2018
S, HNotes from 1173720338 ~
1. Bufli fo provide Crolg with on estimated completion fimefine by
FISIES3032

New items:

1. Status onthe new VM’s requested — CCTE submitted the following tickets
1. INC0925406 - Request for 6 New RHEL 7 virtual servers with Standard template

size - High priority pls

2. INCO0926650 - Request for 6 New RHEL 7 virtual servers with Standard template

size - High priority pls

1. We need another 6 New virtual RHEL7 servers ( total 12 VM’s ) with
standard template size .

2. Note : Please note that yesterday | requested for 6 VM’s { Total 12 vm’s we
need to deploy new DevOps environment for CCTE )

Discuss ITl process — Operations / Virtualization / Unix

4. Other dependencies — Ongoing IT| priorities / DML - Red Hat and Centrify
licenses / DHL updates

5. HNotes from 31730753632 ~
1. Svorted wp the bulld of the frst 8 new VA servers

w
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1. Reguested ¥ addresses

{OR will be opened

38 VA servers arg for the new COTE DevQps snvironment
4, F VA servers will be wsed for monfioving

(AR

2. PostgreSQL vulnerabilities - postgresgl-libs packages need to be updated across
CCTE servers
1. ®otes from 113072032 -
1. Securfty ticket requested o poitch for PostgreSQL
2. Librories did oot get updoted on some of the servers,
3. Dan will send the Hst of 20 servers for OOTE 1o follovw-up
4, ITIZ will updote the SBbrarles on 18 of the servers thot doa't Bove
PostoreSQL installed

3. Discuss End of Year kernel patching schedule / Planned end of the year reboot
schedule for all the CCTE servers
1. #otes from 11305303828 ~
1. COTE sent gut o schadule for kernel potohing for OOVE servers storting
1273073023 thrw 33730730328 In groups
2. COTE will provide the st of servers included in the vorious groups for T o
slon for support (Brovided ofter the ool
1. Some of the servers moy require onsie support / hove other
depeadencies

Regards,

dipak patnaik

Enterprise Infrastructure Support Services Manager
US EPA Consultant

ORD | m: +1-703-309-4627 | patnaik.dipak@epa.gov

Patriot LLC
m: +1-703-309-4627 | dpatnaik@patriotlic.net | www.patriotlic.net
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